Hooamox 2

Tudopmanis npo HeoGxinni Texnivuni, aKicHi Ta KinbKicHI XapaKTePUCTHKH ITPeIMeTa
3aKymiBJIi

TEXHIYHI BAMOI'Y TA CHEIAPIKAILIS TOBAPY

JloT 2 - pobodi craHuiil Wi obopMIeHHS Ta BUAaYi acIopTiB rpoMajisii Y KpaiHu AJis BUI3My 3a
KOPJIOH Ta MacIopTiB IPoMaisiH ¥ Gopmi KapTKH.

Micne nocrasku — 02160, M. Kuis, BYyII. XapKiBchKe 1moce, 18

Tepmin mocTapku: Ha rmpotsizi 2017 poky 3a MomepeIHLO0 3a9BKO0 3aMOBHIKA HA yMOBax
BU3HAYEHHX B JJoroBopi.

O0'exT 3akyniBai

Poboua cranmis 11 oopmiienns Ta Bunadi JOKYMEHTIB, 110 HIATBEPIKYIOTH TPOMAISIHCTRO
YKpaiHU, OCBIAYYIOTE 0cO0Y 4H 11 ClrieriansHuit CTatTyc, 3 KOMIUIEKTOM OOJTaIHaHHS JUIA 3HSITTS
OloMeTpHYHHX — JaHMX  (HmapaMerpiB)  0cobM, peecTpamii/3HATTS 3 peecTpanii  Micup
NpoXHBaHH/mepeOyBaHHs TpoMaisi Y Kpainy, iHo3eMmIiB Ta oci6 Ge3 rpomanguctsa (0ani — PCI1).

3araJjanHi BimomocTi

JlaHui JIOKyMEHT MICTHTh OCHOBHI BHMOTH J0 OGJamHaHHS Ta CIEIiaTi30BAHOTO
nporpamroro sabesneucuus PCl s odopwmieHHs Ta Bujaui MacrnoprHux JOKYMEHTIB, B3SITTA
OiomeTpuuHMX NaHuX i peectpauil micip npoxusanus(mabauua 1); 1o 3axucTy iH(popManii B
poOOYMX CTAHWIAX yCiX TUIIB(Mmabauua 2).

Tepmin rapanTii Ha 00TaHAHHS Ta HA TEXHIYHY MiATPAMKY MPOrpaMHOTO 3a0e3MeUeHHs —
He MeHe 12 MicsiniB 3 THs BBE/IEHHS pOOOYHMX CTaHIIH B eKCILTyaTaLifo.

Tabmmms 1 - Texniuyni BUMorn ta crennpikanis PC1 nas opopmiaenns Ta sugaui MacCHOPTHUX
JIOKYMEHTIB, B3 TTH 0ioMeTPHUHMX JaHNUX i peccTpanii MicIb IpoKUBAHHS

1.1 [Ipuznavyenns: PCI npusnadyena g aBToMatusanii misTBHOCTI ITOCAIOBHX OCI6 s

PC1 BUKOHAHHS ACPKaBHUX (QYHKUIH IMOTO HATaHHA MOCHYr 3 OQOPMIICHHS
‘ JIOKYMEHTIB, 1O MiATBEPIDKYIOTh FPOMEIHCTBO YKpailHi, MOCBiA4yIOTH
ocody um 1i cremianpnuil cratyc (Oaui — Ookymenmu), B3ATTS i
01OMCTPUYHHIX NAHUX (ApaMeTPiB), a TAKOK PEECTPAILiT/3HSITTA 3 peecTparrii
‘ MICIB TPOKUBAHH/TIepeOyBaH s IpOMaIH YKpaiHu, iHO3eMIliB Ta 0ci6 Ge3
IPOMaISTHCTBA.

PC1 3abesneuye poboty mocamosux oci6 B inrepdeiici web-cepaicy mij
Hac BMKOHAHHS BCTAHOBJICHHX IPOIEAYp Ta omepamiit 3 ogopmieHHS Ta
BU/[a4l JIOKYMEHTIB, Y TOMY YHCHI Macropra rpoMaisHuHa YKpainu st
| BHI3/ly 3a KODIOH 3 OE3KOHTAKTHUM EJEKTPOHHUM HOCieM abo Iacnopra
rpomMasisHuHa YKpalHu y Gopmi KapTKy.

1.2, Ckuaang PC1 PCl  npencraBnsge mporpaMHO-TEXHIYHHM  KOMIUIEKC Ha  6asi
| MEPCOHANBHOTO ~ KOMII'IOTEpa 3  BCTAHOBJIGHUM  3arajbHAM  Ta

| | cHeniazi30BaHUM MPOTrPaMHUM 3a6e3IeUeHHsM, KOMITIEKTOM 00/IaHAHHS (3




BIATIOBI/THUMY TEXHIYHUMHU XapAKTEPUCTUKAME) JUTS B3ATTS GloMeTpHuHmX
JaHVX (MapaMeTpiB) 0CoOH Iijl yac 0QOpMIICHHS Ta BUaadi iit JIOKYMEHTIB.

Mo cknany PC1 BXoxaTh anapatHi Ta OporpaMHi KOMIIOHEHTH.

" 1.3. Ckaan

anapaTHUxX
KOMIIOHEHTIB
PC1

Ho cxnany PC1 BXoasiTh HaCTYIIHI anapatHi KOMIOHEHTH;

- TI€PCOHANBHUE KOMII FOTED: MATEPHHCHKA I1J1aTa, IPOLECOp, ONEPaTHBHA
TTaM 'sITh, JKOPCTKHI MAaTHITHUHN JUCK, BiIe0aanTep;

- 2 LED monitopu (Juis oneparopa Ta KJIi€HTa);

- KJIaBlaTypa Ta MaHImyJsiTop Tumy "Muma';

- 0Onok Oe311epebiiHOTO KUBIEHHS;

- KonueHrparop USB;

- mudposa porokamepa 3 06’ €KTHBOM Ta HOTO aKceCyapamu;

— 34YUTyBady BIAOUTKIB MMAJIBLIIB;

— IUIAHLIET JJIs TATHCY;

~ TMOBHOCTOPIHKOBHH 3unTyBad JokyMeHtiB (OCR, RFID, MRZ) 3
Moayiem g ID-kaprt;

~ OararodynkuionansHui mprcTpiii A4 a0 OKpemi MPUHTEp Ta CKaHep;

~ uudposa knasiarypa s seenenns [1TH-xois;

— MepexeBUH QITBTP I MiIKIFOUYEHHS,6 PO3ETOK;

- MepexeBul QLIBTp M1 MiAKITIOYeHHS, 3 200 GiNbile po3eTOK, JOBXKUHA
KabejIr0 He MEHIIe HiK 3 M.

1.3.1. Bumorn J0
IEPCOHANIBHOTO
komir’rorepy PCl

Yurcer MaTepiHChKOT uIaTh: He Tipiie Hix ripe Intel H81 a6o arasor.

Hacrota npouecopy: He Huzkue Hix 3,2 [T, KinbKicTh sAp He MeHIIe 2.

OneparneHa naM'aTob: He ripie DDR3-1600, 4176.

Kopcrkuit guck: 06’em ve mennie 500 I'6; xemmam’ st He MeHmIe 32 MG;

HIBUAKICTE 06epTiB aucka He Menie 7200 06/xB.

I'padivnuil BimeoaganTep: 3 MOMJIABICTIO MiNKTIOYCHHS 2 MOHITOpIB 200

aHajJior.

Kopmyc Ta 610k xuBnenss: ATX notyskHicTio He Menme Hixk 400 Bt a6o

aHaJior.

IpucTpoi BBOAY-BHBOJAY: IIOBHOpO3MipHAa KjlaBiaTypa Ta MHIIa 3
inrepdeticom PS/2 abo USB.

1.3.2. Bumoru J0

mosiTopa PC1

Hiaronann: He mentre Hix 21,5’ (Widg 16:.9).
Tun matpuii: we riprre Hixk TN+film.
Yac BiATyKY: He OiIbIIe HiX 5 MC.

Kyt ornsny (ropus./sepTuk.): 909659,

Makc. po3finbHa 3aTHiCTh: He HIbKYe HDK 1920 dpi x 1080 dpi.

Iarepdetic: D-Sub; DVI.
SlekpapicTe: He HEKYe HDK 200 Ki/m?.




KonTpacTricTs peanbHa / quHamiyna: e grokae 1 000:1 /5000 000:1.

CrosxuBaHa HOTYXHICTh: He BuUINe Hixk 20 BT.

| 1.3.3. Bumorwm no Tomnouoris: Line-interactive.
JUKepena
Oesnepebitinoro | Tl cutiycoinm npu podorti Biyt Garapei: anpokcuMosana CHHycOIza.
wupiaeHHs PC1
[oryxHicts nosHa: He Mene Hix 1000 BA.
‘ [otysxuicrs akTusHa: 500 Br.
| Yac nepexnoyeHns Ha baTapeiine sKHBICHHS: 5 MCEK,
' 1.3.4. Bumoru no [HTepdeiic: USB 2.0.
KOHLIEHTpaTopa
USB PC1 KinpkicTs nopriB: He meHiue 7.
Kusnenusi:mepexese, 220 B.
|
' 1.3.5. Bumoru 10 Texuiuni Bumorn J1o horokamepu:
LUppoBOI
(boTokamepu 3 — PO3JLJIbHA 3/[aTHICTE 3HIMKIB: 12 MIIH. mikceliB a6o Gibie;
06’ €KTUBOM Ta ~ cymicticTts 3 06 extuBamu: EF, EF-S ta 18-55 IS 11 Kit;
(oroakcecyapip | - niarpumka: JPEG, RAW;
PCl1 - cepiiina sifomka: JPEG - 3 kanpu/c, RAW - 2 xagpu/c;
~ Kaprtu nam s1ti: SD/SDHC;
—  MepexeBui 610K xuBaeHHa: 220 B.
| [epeik Heobxianux Goroakcecyapis:
~ IITAaTHB I (HOTOKAMEpH:;
| — LITATHB JJIS cHajaxys;
- cnanax ans GOoToKaMepH 3 TPHMaydeM - 2 LIT.,
| — KOMIUIEKT CHHXPOHI3aTOPIiB 3 pajioMOAyldeM s cranaxy (pecusep,
2 TpaHeMiTepH) a60 CHHXPOKAGETE;
i — lapacosig s criajiaxy, alametp 84 ¢M 31 crTiiikoro;
l - (oH TkaneBut (Oinuii);
~  KPIIUICHHSA [JIs1 ClIajiaxy Ta I1apacoli;
~ nopowkysay USB 2.0, 1oBXHHa He MeHIIe Hixk 1 M.
1.3.6. Bumoru no MoIuBocCTi:
3UMTYBaya
BiTOMTKIB - HJIKIoeHHs J1o 6a30B0r0 koMm'rotepa (y TOMY YHCJII 10 HOYTOYKa);

naisiis PC1

3HSTTS BIAOUTKIB UL KOXKHOTO MATBIS OKPEMO;,

HASIBHICTL TexXHOJNOril izenTudikanii XHBOI TKaHUHH Ta IITYYHUX
BIIOUTKIB:

ONTHYHA CXEeMa TOBWHHA J03BOJIATH OTPUMYBATH BUIOHUTKH BHCOKOT
SKOCT] HaBITh 3 BOJIOTHX MANBIIB.

TexHiuHl BUMOI'H:

_PDU, FBI EFTS/F;

PO3/IUIbHA 3/1aTHICTE 306paskenb: 500 MiKCeTiB Ha AI0HM;
BIANOBimHiCTE 32  skicTio  cuenmdixamii  "FBI  Image
Specification" momarox F, "WHQL";

AnnamivHui fianason Oinsmre 8 6iT, rmubuHa rpaxaniit ciporo Gimbire
256;

SKICTh 300pakens BiAMOBIAHO 1Mo crammapri: GS, CE, EMV, BSI-TR

Quality




|'- o ~  po3mip CKpaHa JUIA 3HATTA BIAOUTKIB: 24 MM X 16 MM;
~  po3mip ckanepa: 60 MM X 83 MM X 49 MM;

— 1uTepdeiic: USB 2.0.

' 1.3.7. Bumoru 10 Tvn gucnnero: RGB, MOHOXPOMHHUI,
TUIAHINETA ISt
niamucy PC1 Posainera 3xatricTs s06panens: 500 mikcemis Ha JIFOHM.

Axrtusaa 001acTs BBeCHHS: 96 MM X60 MM.

I ‘ Po3mip ckagepa: 161 mm x 174 mm x 11 MM.

' 1.3.8. Bumoru 10 MO3KIIHBOCTi:
| [IOBHOCTOPIHKO-
BOTO 3UMTyBaua | — MNIIKITFOUCHHS 10 6a30BOr0 KOMIT' 10Tepa (y TOMy 9HCI 110 HOYTOYKa);
JIOKyMEHTIB ‘ ~ CKaHYBaHHS ONTHYHO! iH(opMarril;
(OCR, RFID, — 34HTYBaHHA IHGOpMalii 3 MRZ 30HH,
MRZ) 3 monysem | — 34ATyBaHHs iHpOpMAIT Ge3KOHTAKTHOTO Yina,

| quist ID-kapr PC1 | Texniuni Bumorn:

| ~ PO3JIiIbHA 30aTHICTB 306paxens: SO0 MIKCENB Ha MFOMM;
- OCR MRZ 3unrysau: [CA09303;

- Oeskonrtakrumit 3untysay: ISO 14443;

- crannapru: ICAO, IAS, ISO 14443, pe/sc, fips;
~ IIBUAKICTH OOMIHY TaHUMHU: 10 848 k0it/c;

— po3mip npucTporo: 180 Mm x 175 MM x 145 Mu;
- iuTepdeitc: USB 2.0 (uBuakicts 12 M6/c).

' 1.3.9. Bumoru Ji (o] Hpunrep:
OaraTodynkiio-
HaJIBHOIO - (dopmat apyky: A4;
IPHCTPOIO = SIKieTh ApyKy: 600 X 600 TO90K Ha rOiM;
PCl(abo ‘ - IIBHAKICTE: 10 18 cTp/xB.
OKpeMux Cxkanep:
TIPUHTEPY Ta
| CKaHepy) - dopmar: Ad;

— THII faTyukKa: KOHTakTHUH (CIS);
- ONTHYHHH J103BIT: 10 9600 X 9600 Touok Ha JFOTIM;
| - rnuGuHa Kobopy: 24 6it;
IIBUJIKICTh CKaHYBaHH: 16 cek,
Konlp

bopmat: A4;
- onTu4Hui 1o3in: 600 x 600 Towok Ha mrOiM;
~ IIBHIKICTB: 10 18 cTp/xB.;
- Macirabyeanus: 25-200%.
intepdeiic: USB 2.0 Hi-Speed.
HII[TpI/IMYBaHl onepariiini cucremu: Windows 10/8.1/8/7/Vista SP1 i SP2 /

‘ XP SP3 32; Mac OS X v10.6.8 a6o HOBiIIa, abo a”aJior,

Kabens USB mns GaratodyHKI[ioHATEHOTO IpUCTPorO (abo mpHHTEpY),
JosxcuHa 3,0 M.

' 1.3.10.Bumoru 1o [udposa kmasiatypa mna seenenns [[H-koxis Genius Numpad 1120
1 poBoi USB Slim a6o anaror.
KIaBiaTypu inst | Burmsyy: mnocka npdposa KI1aBiatypa.




BBEJICHHS
[TIH-konis PC1

Tun: memOpaHHa.
KinpkicTe xnasint: 18 crangapTHUX KiaBim, kiasima Backspace.
[opt inTepdeticy: USB (NumPad).

[Tixmoyenss: Plug&Play.
Higrpumxka; Windows 8/7 / Vista / XP,

Poswmipu: 132 MM x 16 MM X 92 MM.

Tepmin rapaHTiHHOro 00cIyroByBaHHS ANAPAaTHUX KOMIIOHEHTIB Ma€ CTAHOBUTH He MeHme 12

micsiiB 3 gaTtu nignucaHuass CTopoHAMH BHAATKOBOT HAKJIATHOT.

| 1.4, Bumoru o

HpOorpaMHHux

KOMIIOHEHTIiB
PC1

IIporpamue 3abesneuenns (I13) PCl cknamaerbes 3 3arajbHOrO Ta
clieniaai30BaHoro.

SaraneHe [13:

— omnepaniiina cucrema: Microsoft Windows 10 Pro / Microsoft Windows
10 Pro (downgrade to 8.1) SNGL OLP abo anajor;

- antusipycte [13: ESET Smart Security abo asainor.

Cremanizosane [13:

— JIIA UPOBEJCHHS [EPBUHHOIO JIOTIYHOTO KOHTPOIIO SIKOCTI  Ta
KOPEKTHOCTI OTpMMAHHS TMEPCOHANBHUX TAHHUX BIAMOBIAHO IO BUMOT
ISO;

— Bepudikanii/izentadikanii mo Bigdutkax nansuis (AFIS);

~  OTpUMaHHS IEPCOHANBHUX AaHUX Ta peaiizamil MeXaHi3MiB KOHTpOJIO
nocryny 1o bEH;

—  MOJYJIb TIepeBipkH stkocTi poTorpadiii 3rigHo 3 pekomenaanismu ICAO;

~ nporpaMHuit goaaTok "biomeTpuuHi jani”.

' 1.4.1. Bumoru 0

CneniamizoBane II3 npusnadene it 300py OlOMETpUYHUX JaHHX

CIICIIANI30BAHOI0 | (rapaMeTpiB) 0cobH, sKa 1ojaa 3asBKy Ha 0(pOPMIICHHS Ta BUTOTOBJIEHHS

13 mns
IPOBEACHHS
1IEPBHHHOTO
JIOTTYHOTO
KOHTPOJTIO SIKOCTI
Ta KOPEKTHOCTI
OTpPUMAHHS
NepPCOHATBHUX
JIAHKX
BIIIIOBIJHO J0
sumMor 1SO

it JOKYMEHTIB.

Creuianizopare 13 MOBMHHO B3a€MOMISTH 3 HACTYIIHAMHM anapaTHAMU
komrionentamu PCl:

- 1 poBor HOTOKaMepolo;
—  3YNATyBa4yeM BIAOWTKIB MAJIbLIB;
—  IUIAHIIETOM JUIS TANNCY;
~  3YATYBadeM JOKYMEHTIB.
CnerganizoBate [13 OBUHHO BUKOHYBATH HACTYIHI (hYHKIIIT:

— 30upatn GiomeTpruHi AaHl (MapaMeTpu) ocobu;
- 3abe3neuyBaTH BisyaJlbHUHA KOHTPOIb CKAHYBAHHS O10METPHYHHUX JAHHX
(mapameTpiB) ocodu;
- (dopmyBaTu naker GioMeTpUYHUX JaHHX (mapameTpis) y dopmari XML;
—  3YMTYBATH iHGOPMAIIO 3 BUTOTOBIEHOIO JOKYMEHTA.
Oyuxitis 300py OIOMETPHUHHUX JAHHUX MIOJIATaE B TOMY, 110 3a JIOTIOMOTOFO

arapaTHUX 3aco0iB (3uMTyBava BIIOUTKIB MasplLiB, IJIAHIIETA 1S TANKCY,

| boTokamepn), MIAKIOYCHHX J(0 [IEPCOHATBHOTO KOMII'I0Tepa, 30U parOTHCA




| GiomerpuuHi  gaHi  0coGH (BLAOMTKM TANBI(B, OCOOHCTHH IIiJMHUC,

dbotorpadis).

DyHKIS BI3yaNnbHOTO KOHTPOJIKO CKAHYBAHHSA MOJISTAE B TOMY, IO BCi
300paKeHHsl BIICKAHOBAHUX BIAGUTKIB MANBLIB, 306pa)keHHsT 0COOUCTOrO
nmianucy ra poTo306paxenHs 0cobn Bi0OpaKaOTEC HA MOHITOP] B pesKiMi
peajlbHOTO qacy.

Oynruig opmysanus makery GioMerpudHMX naHMX (IapamerpiB) y
dopmari XML momsrae B Tomy, wo Bei 3i6pani Giomerpuuni aawi
(mapamerpy) ocobu (BiAOUTKH manbuiB, ocobuctuit nixmuc, dotorpadis)
GopmyroTses B maker aanux y popmati XML.

Dymxuis 39uTyBaHHs iHGOpMaLil 3 BUTOTOBIEHOTO JOKYMEHTA IIOJISrae
B IICPEBIPLI MOMKJIMBOCTI 3UHTYBaHHS GIOMCTPHYHMX AAHUX, IO MiCTATHCS
Ha HBOMY. DYHKIIISA BAKOHYETLCS 3@ JOIIOMOIOFO 3YUTYBa4a JOKYMEHTIB.

' 1.4.2. Bumorn 1o

CTEIIaTi30BaHOTO
113
pepudikaitii/izen
TH(iKamii mo
BIIOUTKAX
naaeiiB (AFIS)

Crenianizosane [13 mosunno 3abe3nedyBary neHTpanizopane §6epiraHH>1_
BLAOWTKIB NIATbIIB, OTPMMAHHX 32 PE3yIbTaTOM 360py GiOMETPHYHMX AaHHX
(napameTpiB) 0coOM s BUTOTOBJICHHS JOKYMEHTIB. [Ipu UbOMy NOBUHEH
3a0e3euyeThCsl KOHTPONIb SKOCTI 300paKeHb BiJICKAHOBAHMX BiAOHTKIB,
spificHioBatucs  IX  mepeTBopeHHs B umdposuit rpadiunmit  popmar,
y  uudporuit  mabdnow,

cerMeHTaIllsl, CITIBCTABJICHHS

OTpuManux [mabnoniB 13 mabironamu, mo 30epiraioTbes B 0a3i gaHUX

MCPETBOPCHHA

(mormyk Ta iAeHTHdIKaIis).

ABTOMATH30BaHI IPOLECH, IO IIOB’SI3aHI 3 BBEACHHSIM Ta MEPBUHHHM
00pobieHHsM 1HGOPMAIIIT, TOBUHHI peai3yBaTUCh 3a TEXHOJIOrI€I0 "KIII€HT-
cepsep” Ha IPOIPaMHO-TEXHIUHUX KOMILIEKCaxX poOOUHX MiCIlb.

CrrentiannizoBane 113 1oBrHHO 3abe3nedyBaTu MEHTPATI30BAHMI TOPII0K
3060py OloMETpHMYHHX JaHUX (mapamerpiB), X oOpoOKy Ta mepemady 3
BUKOPHCTAHHAM BIANOBIIHOTO MTPOTOKOJIY OOMIHY JaHUMH.

| 4.3. Bumoru i (e

CIIEIIATI30BaHOro
[13 oTpumaHnHs
TICPCOHATTBHUX
JIAHHX Ta
peasnizartii
MeXaHi3MiB
KOHTPOJTIO
aocryny no bEH

Crewanizosane 113 moBuHHO 3abe3neuyBaTH ONTHYHE CKaHyBaHHS,
PO3MI3HABAHHSA MAIIMHO3YUTYBaJIbHO! 30HH (Oati — MRZ 3ona), 11
JEKO/lyBaHHs, 3M1HCHEHHS] TEPEBIPKH JIOCTOBIpHOCTI JaHuX MRZ 30HuU.

Crrenianizoane [I3 noBWHHO 3abesriedyBaTé JIOCTYN JIO JaHHX,
3aMcanuX Ha Oe3KOHTAaKTHUH eslekTpoHHui Hocilt (FEH) MOKyMEHTIB:

a) BCTAaHOBJIOBATH ceciro oOMiny gannMu 3 bBEH (Buan aprentudikanii):

- BAC

- BAC+AT

- PACE MRZ

- PACE MRZ+ AT
- PACE CAN

- PACE CAN+ AT
- PACE PINI

- PACE PIN1+ AT
- PACE PUKI




~ PACE PIN2
- PACE PUK?2

b) suurtyBaru nami, sanucani 8 BEH, BimmosigHo J0 PIBHS IOCTYILY, IO
BUKOPHCTOBYETHCS;

C) 1IEPEBIPATH JOCTOBIPHICTH 3UMTAHUX JAHUX BIAMOBIAHO 10 BHMOT

| ICAO 1a JICTV 4145.

Crenianizopane II3 noBHHHO BisyamtisysaTw jami, orpumani 3a
pe3yabTAaTOM CKaHyBaHHA, Ta Jlali, 3unTani 3 BEH.

Crenianizopane 113 NOBMHHO MIANKCYBAaTM AaHi 3 BHKOPHCTANHSM
[ICPCOHATBEHOIO eIeKTpOHHOro nubposoro mignucy (ELII) xopucTysada
(ocobwu) Ta BRenennsam [1TH-kony (PIN-koxy).

3aificHIOBATH 3aIUC 3MIHHOT iH(bOpMAaIl ¥ 103anucyBani TPYIH AaHHX
(DG32 - DG39).

3miiciopatd 3miny PIN-xomy 1, PUK-komy 1, PIN-xogy 2 Ta
PUK-xonay 2.

1.4.4. Bumoru mo
CIIelIaTi30BaAHOTO
113 momyns
IEPEBIPKH SIKOCTI |
(pororpadii
3rigHO 3
pPEKOMEHAITIIMHU
ICAO

Crenianisosane I13 MOBHHHO 3a0e31eYyBaTH aBTOMATH30BAHUIN aHAaIi3
300pakeHL HA TpPEAMET BIANOBIAHOCTI BHMOTaMm, 11O BHCYBAIOTHCS
MbxHapoaHoo opraizamiero UmBiNBHOT aBiauii (Qani — ICAO) ta
BUKOHYBAaTH HACTYIHI (hYHKIIT:

— 3UMTYBaHHS JaHuX oOpanoro rpadidnoro gaimy dopmary *jpeg abo
* gif;

~ 00paxXOBYBaHHS ~ XapaKTCPUCTUYHHUX  I[1APAMETPIB, IO  MICTATh
iH(popMallifo Ipo 3aralbHi BIACTHBOCTI 300pakeHHS (OCBITJIEHICTB,
KOHTPACTHICTh TOINO) A7 06panoro rpadiduoro hainy;

— 3JiHCHEeHHS TOWYKY O06’€KTIB - pO3MI3HABAHHS OOJHMYYS Ta WHOro
€1EMEHTIB Ha 00paHoMYy TpadigHoMy (haiii;

— oOpaxyBaHHs HapaMeTpiB 3HAWJICHUX rpadiunux eJeMEeHTIB uis
obpanoro rpadignoro ¢aitiy;

— BCTAHOBIEHHSA BIANOBIAHOCTI (ab0 HEBINMOBIAHOCTI) 300pakeHHS
sumoraM [CAQO Ha OCHOBI OTpHMaHHX MapameTpiB Ta po3pobieHol
METPUKHU;

~ TOBEPHEHHA BIANOBIAI 3 iH(oOpMamiclo mpo pesynsraT o0podku. Y
BUIAJKY, K10 GOTO HE BIAMOBIIAE BUMOTAM, Y BIATIOBI/II 3a3HAYA€THCS
MMOBIpHA NPUYMHA HEBIIIOBIIHOCTI.

Cnenianizoare I13 nosunHO OyTH MYJIBTHILIATGOPMHIM 3 MOKJIHBICTIO

BMKOHYBATHCS MiJ onepanidiunmu cucremamu Windows 8 1 Buie.

|.4.5. Bumoru o
CIIEIaAT30BaHOTO
113 nporpaMuuti

JI0JTATOK
"bioMeTpuyHi
nai"

Crrenianizoare 13 HoBAHHO 3abe3redyBaT poOOTy Yepe3 €IuHe MEHIO
OKPEMUX [PUKIAJHUX NPOrpaM, NPU3HAYESHUX IS B3STTS OIOMETPHUUHKX
JaHux  (mapamerpiB) ocoOH, peecTpamii/3HATTS 3  peecTpalil  Michb
npoXKuBauHs/nepeOyBaHHs poMaasH YKpaiHu, iHO3eMIiB Ta oci0 0e3
IpOMAaJIAHCTRA [1J] Yac HaAaHHs MOCIYT 3 OQPOPMIICHHS JOKYMEHTIB.




Cretianizopane [13 oBHHHO Yepes eiuHe MEHIO 32 10IIOMOI0I0 OKpeMuX
UPUKTIAIHMX  OporpaM  3abesmedyBaTd  [EHTPATi30BaHE  B3STTH
GIOMETPHYHIX JaHUX (MapameTpiB) 0cobu:

~  BLIUM(pPoBaHOro 06pasy o6IMyus:;
- BLAMU(GPOBAHUX BIAGHTKIB MANBIIB PYK;
—  BIIIMH(POBAHOrO 3paska nignucy;
— Bepu(ikarii BiIGHTKIB NasbiiB.
CnenianisoBane [13 moBuHHO 3/1ilCHIOBaTH aBTOpM3aLi0 po6oYoi cTaHmil

| Ans 3abesnedeHHs 11 OCTYIY 110 IHpopmaniitHuX pecypci JepxaBHof

Mirpaniinoi cmyx6u Vkpainu (€auHOro JAEPXKABHOTO neMorpadidHoro
peectpy (€[IIP)).

Cneuianizopane I13 nosummo B inTepdeiici web-cepBicy BukoHanHs
BCTAHOBJICHHX IPOLEAYD Ta Olepartidl 3 0popMIeHHS Ta BUAaYi JOKYMEHTIB
3abe3neuyBaTH aBTOMATU30BAHHUI Bi/UIANeHHH 06GMIH (3 BHKOPHCTaHHSIM
BUINOBIHOTO [POTOKOITY) JAHMMHUILOAO OCOOH M poGouoI0 CTaHmiero Ta

CIIP.

Crenianizosane 13 noBuHHO Martu IHIUKATOp HOro poGOTH Yy BHIIAM

| BUINOBIHOrO 3HAYKy y maHe i HOBLIOMIEHD Ha €KpaHi MOHITOpY pobouol

CTaHIII].

1.5. Bumorn 0
3aXHCTy
ingopmanii B PC1

3axucr indopmanii B PC1 nosunen 3abe3nedyBaTHCh 3 YpaxyBaHHSAM
BHUMOT JI0:

~ 3aXMIICHOIo HOCIA iH(OopMaLii;
- I3 3axumenoro 36epirants nepcoHanbHUX JAHUX,
- 113 maxnananns nudposoro nigmucy.

Binnosinui Bumoru naseneni B madnuui 2.

1.6. Bumorn hi (1
AOKYMeHTAaIil Ha
PC1

Ho cknany nokymenrauii na PC1 moBuHHa BXONHTH JIOKYMEHTALlis, 110
BXOINTL JIO  BIANOBIAHMX KOMIIOHGHTIB [OCTaYaHHs: arapaTHUX Ta
IPOIPaAMHUX.

HoxymenTanis nepemaeThes  3aMOBHHKY B CIIEKTPOHHOMY Ta/abo
NarnepoBOMY BHTJISUII.

1.7. Bumoru no
HAJAHHA HOCHYT
PC1

PCI nocragaerses Bukonasnem 3 naganusM HACTYIIHUX [TOCIIYT:

— 3 JI0CTaBK{ OOJIAHAHHS allapaTHOI KOMIIOHEHTH;

- 3 NIIKJIIOYEHHs Ta HAJAINTYBAHHS OONATHAHLS arapaTHOl KOMIIOHEHTH
Ha 00 €KTi 3aMOBHUKA;

— IOCTYI'd 3 HAaJIAINTYBaHHS TPOIPAMHIX KOMIIOHEHTIB (CHeiali30BaHOro
[13);

~ TeXHIYHA MiATpUMKa creliatizoanoro I13 me Menmie 12 Micsmis 3 JaTH
BCTAHOBJICHHS Ta HAJTAIITYBAHHS 3a3Ha4eHoro [13.



Tabmnus 2 - Texniuni BUMoru 10 3axucry in)opMaui'l' B po00YHX cTAHUIAX yCixX THIIB

3.1._BHM0rn a0

3axucr i iHpopMaLil B poGounx craHmisx (PC1) nmoBuuen pigmosimary

3axucry BHUMOT'aM JI0;
| indgopmanii 8 PC
- 3aXHIICHOTO HOCIs iHdopMaLil,
| - TporpamHoro 3abesnedenns (113) saxumenoro 30€epiraHHs IIePCOHAIEHUX
JIAHUX
B —_ 113 naknaganus uudposoro migmucy. _
| 3.1.1. Bumoru no Saxuuienuit HoOcii iHpopmanil moOBHHeH BimmoBizaTn HaCTYITHUM
3aXHIICHOTO BUMOraMm;

| Hocis iHbopmanii

- 6YTI/I TPUNATHAM 210 POOOTH B CEPelOBHIN ONEpaIlifHUX CHCTeN
cimeficrea Windows Tta Linux (Bepciii ONCPaALifHUX CHCTEM, LI
TOCTAYaIOTHCS B PAMKaX ITPOCKTY):

— 3IIHCHIOBATH OOYMCIICHHS KIIOUIB Ta IeHepalilo BHNAIKOBOI ABIHKOBO:
HOCJIIJOBHOCTI BiANOBITHO 1O BHMOT crangapty JCTY 4145-2002 (-
BUKODUCTAHHAM MOJNiHOMianbHOrO Gasucy) Ta RSA Cryptography
Standard;

- 3abesneyysaTu ofHOYACHE 30epiraHHs KioUiB Ta cepTUdikaTip BLAKPHTHX
KIIOUIB  BiANOBiHO a0 sumor cradgapris JICTY 4145- 2002, RSA
Cryptography Standard,

- 3a6e3nequaTH hopMyBaHHs EEKTPOHHOIO U(POBOTO MiAIHCY (ELII)y

Bianmosignocti  go crammapry JICTY 4145-2002 3a HACTYIIHUMP
MOKA3HUKAMU:
Knrou IIsraxicT
163 01T 10 100 mc
‘ 191 6iT 1o 100 mc
' 257 6it 10 100 Mmc
431 6iT _zio 550 mc
| .
' 509 Git

- 3a6e3nequaTH (bopMyBaHHﬂ EHH y BiamosinHocTi 10 RSA Cryptography
Standard 3a HACTYTHUMM TOKA3HH {HKaMU!

1024 6ir

‘ Krirou By kicTs

| 512 6it =

| 1024 Git 10 150 mc

.' 1536 6ir | 10 400 mc

12048 Git ‘ 710 900 Mc

— 3ILIII/ICHIOB8.TI/I 06“II/ICII€§HH KJ'IIOLII]; 3 HACTYITHHMH JOBXKHUHAMMU:

Al lJUpI»lI_\I——NhU. | Maxe.

JICTY 4W['163 Gir ‘ 431 6ir
RSA

‘ 2048 oit




)

‘ ~ BUKORYBATH KpunTorpadiyni onepaitii B saxumeniii rmam’ STl 3aXUINeHOrC

HOCIs:

| = 3a0e3euyBaTH HeMOKIHBICTE 3J1HCHEHHS CKCIIOPTY 0COOUCTHX KITFOUiB
| o QopmyBammcs Ha 3axXUIICHOMY HOCIi, 30epiraioThcd Ha 3aXHILEHOMY
| HOCIT Ta MAXOTh BiAmoBi qHumit aTpubyT;

—- 00’eM 3axuinenol mam’sti 3aXHINCHOTO HOCIA Ma€ CTAHOBHTH HE MEHITI¢

210 k6;

- 3alesuedysat B3aeMoio 3 Microsoft Base Smart Card Crypto Provide:

HEPE3 KOMILIeKT apaiisepis Smart Card Mini-Driver 3aXHILIEHOT0 HOCI,;
- 3alesneuyBsaTn MOKIUBICTE 30CPEeIKEHHS TOBLTEHAX NAHIX KOpHCTyBaya;
— [OCTadaTuCsd pa3oM 3 KOMIUICKTOM 3acoGim po3podkn  (SDK) 3¢

HEOOXIIHOCTI;
~ 1nTepdeiic HOCIT TORMHEH BIAIOBIIATH BUMOTam craunapty PKCS#11

v2.30: "Cryptographic Token Interface Standard".

Saxumennit Hocit indopmanii mosunen MaTu IO3UTUBHUH CKCIIEPTHHY
BUCHOBOK J[epKaBHOT CIy:k6H ClEiaIbHOTO 3B'I3KY Ta 3aXHCTy iHpOpMani:
Yxpaiuu (oani - Aepaccnenss’asky Ykpainu) 3a pesynsraramn JIEPIKaBHO!
CKCICPTU3M B Cdhepl KpHITOrpadidHoro 3axuery indopmanii (K3I) moxc
BLIMOBITHOCTI BHUMOTaM HOPMATHBHUX NOKyMeHTIB cucTemu K31 Vipainy.

3axuIeHui Hocii iHpopmalli nosunen Gyru IpeNCTaBIeHuR ¥ (opm-
¢axTopi USB-token, sxumit [IPU  B3aEMOJIi 3 KOMII'FOTEPOM IOBHHEE
3abesnevysaru HIATPUMKY IIpoTOKONTiB Windows PC\SC, CCID, ISO 7816.

Bumoru no 113
3aXUIIEHOI0
30epiranns
IIEPCOHANTBHAX
JIAaHHX

B skocri 113 3AXUIIEHOT0 30epiranHs MepcoHATBHUX JaHUX MOBHHEL
BUKOPUCTOBYBAaTUChL  NPOrpaMHUil  3acif KPHITOrpahiyHOTO  3aXHCTy
iHbopmanil Ha iHpopManiinux HoCisx. Ilpr meomy II3 3axwmenorc
30epiraHHs MepCOHAIBHAX JAHUX [IOBHHHO BIINIOBIIaTH  HACTYIIHHNM
BUMOTaM:

~  Maru [I03UTUBHMHA €KCIIEPTHUI BHCHOBOK Jepxceneuss’sisky Ykpainu 3¢
pesyJbTatamu jieprkapnol exeneptusu B cdepi K31 moxo Bianosimnocr
BHMOTaM HOpMatuBHUX J0KyMeHTiB cuetemu K3] Vipainu aGo mmer

FAPAHTYIOUHH  MPOBEJCHHA  BIMNOBILHOT nepkasHof CKCIEPTH3H
OTPUMAHHAM  [IO3UTHBHOIO ~ €KCHIEPTHOIO  BHCHOBKY HA  MOMEH!
nocravauus I13;

— OyTH IIPH3HAYCHUM Ul 3a6e3ledeHHs KOH(piIeHWiHHOCTI Ta HiTiCHOCT
iHpopMatil wasxoM 3xificHenHi 17 KPUNITOTPaivuHOro HepeTBOPEHHsS
(BuKOHanHs QYHKIIN mudpyBanHs Ta AemnppyBaHHA) Ta 31HCHIOBATY
POSMEKYBAHHS I0CTYNY /10 Takoi inopmartii, 1o 36epiractses Ha HOCI S
iH(popmaii (KopeTkuil auck KOMIT'IOTepa, NePEHOCHHUH KOPCTKUMH HCK
(hriem-nakonuuysay) BLAMOBIAHO 10 K/IOYOBMX AaiuX Ta ceprudikariz
BLAKPHTHX KIOUIR;

~  OVTH NPH3HAYSHNM /T8 BUKOPHCTAHHS B CKIA] CepeloBHIa onepaniiHo’
cucremu cimeticrea Windows, a came: Microsoft Windows XP (x86/x64)
Microsoft Windows Server 2003 (x86/x64). Microsoft Vista (x86/x64)

‘ Microsoft Windows 7 (x86/x64). Microsoft Windows Server 2008

Microsoft Windows Server 2008 R2. Microsoft Windows 8 (x86/x64)
Microsoft Windows Server 2012, Microsoft Windows Server 2012 R2;
—  MAaTH MOKJIHBICTB!
‘ * BUKOPHCTAHHS Y CKJIAi ABTOMATHI0BAHUX CUCTEM (AC) kaacis 1, 2, 3:




* sacrocysanHa s 0OpoOku iHdopmauii 3 ofmermeHuM JOCTYTION.
(KoHQLAEHNIHOT, ciyxGoBoi), y TOMY YHCII Takol, BUMOTa IOJIC
3aXHUCTy KOl BCTAHOBIEHA 3aKOHOM;

* peamsauil y Burasmi maGopy OPOTPaMHUX MOJYJIIB, TOTOBHUX JIC
BUKOPHCTAHH (HAallNCAHNX Ha MOBI porpamyBsanus C, C++);

* BHKOPHCTAHHSA y cKiajil Oy ib-sKoi inopmaniitnoi cuctemu (abo AC)y
SKOCTI i1 OKpeMol Ta He3ale)KHOT YacTHHH (cKJ1a/10BOT) 3 BU3HAYCHUN
HEPETIKOM (DYHKILIH;

peai3yBaTH HACTYITHI MEXAHI3MHU;

* KOHTPOJIO mimicHocTI [13;

* 3aXHCTY BiJl HOPYLICHHs KOoHGIAEHIIHHOCTI iHpopmarii BHACTIHOK
NOMHJIKOBHX JH KOpHCTYBaua abo B pasi BiaxuneHb y po0boTi
CKIa0BUX enemenTis 113;

* 3aXHCTy KIIFOYOBHMX JIAHMX Ha IX HOCISX BiJ] HECAHKIIOHOBAHOIC
3YUTYBAHHS;

* 3aXHCTYy BIJ 3MIHCHEHHS MOPYLIHMKOM HABMUCHOTO 30BHIIIHBOLC
BIUIUBY;

* 3aXMCTy BUI NOPYIIEHHS KOH(INEHIIHHOCT] Ta 1iTICHOCT] KIIOUOBHY
AQHUX Ha KJIOYOBHX JIOKYMEHTAX;

CKJJAZaTHCA 3 HACTYIIHUX KOMIIOHEHTIB:

* CTBOPCHHS MIM(POBAHUX KOHTEHHEPIB;

* QIMIHICTpyBaHHA MH(BPOBAHNX KOHTEHHEPIB;

* JpaiBep poOOTH 3 MUPOBAHUMH KOHTEHHEpaMy;

peanisyBaTH HacTyIHi Kpunrtorpadivyui aaropuTMu:

o wmdpyBanns gaHux Bianosizao no JCTY I'OCT 28147 Y PEeXUM!
raMyBaHHS 13 3BOPOTHIM 3B SI3KOM;

 UH(PYBAHHA JIAHMX 3 KOHTPONEM WiNiCHOCTI BiANOBiAHO c
JCTY TOCT 28147 y pexumi iMiToBCTaBKY SIS PO3NOALTY KIIFOYOBHX
JaHux;

e remrysaHus IHpopmanii BignosinHo no FOCT 34.311-95;

o nepesipkn ELIT B moninomianenoMy Gasmci Binnorizuo o JCTY
4145-2002;

peanisallis  KpUNTOrpad)iuHUX aJFOPUTMIB [OBHHHA 3iHCHIOBATHCS

OibnioTexoro  byHkiii  kpunrorpadiunmnx MICPETBOPEHD, [0  Ma¢

NO3UTUBHUHA EKCHEPTHUH BHCHOBOK Hepxcnen3s’s3ky Vkpainu 3¢

pesyiabraTamnu  JIepkaBHOT - ekeneptH3n B chepi K31 abo  swmer

FapaHTyIoundt  HpoBeAeHHS BiNNOBIAHOT —AepkaBHOT EKCHEPTURU  ©

OTPUMAHHAM  TIO3UTHBHOIO ~ €KCHEPTHOTO BUCHOBKY HA MOMEH]

noctavyanus [13;

peanisyBaTi HACTYTHI GOPMATH, CTPYKTYPH, TPOTOKOIIH, AJITOPUTMH;

* CIMCKY BIAKIHKAHUX cepTU(IKaTiB BiAMOBiAHO 1o BuMOr REC 528(
"Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile" Ta BuMOTr 10 popmaty cnwmcky
BIAKIMKAHUMX — ceprudikaTis, 3aTBEPIKEHHX HAKA3OM Min’1ocTy
Yipartun ta Aaminicrpanii Jepxernenss’ssky Yipaiuun sia 20 CepITHS
2012 p. Nel236/5/453, sapeectpoBanum B Min'ocTi Yxpaini
20 cepnng 2012 p. 3a No1400/21712:

o 00’exTHI IIeHTH(IKATOPH JIs KPUIITOANTOPUTMIB, 1O € JEPKAaBHUME
CTal/apraMu  BIAOBIZHO 70 BUMOT JI0 CTPYKTYPH 00 €KTHHN
IIeHTH(IKATOPIB 1711 KPUIITOAITOPHTMIB, 3aTBEPIKCHHAX HAKA30M
Min"octy Yrpainu ta Anminicrpauii Jlepkcnelss’ssky Ykpaiau Bis
20 cepriast 2012 p. Nel236/5/433, sapeectposanuM B Min'iocr
Yxpainn 20 ceprust 2012 p. 3a Ne1399/21711;




KPUITOTPahivHKUX MOBIOMIIEHD, 10 CTBOPIOKOTBCSI T4 0OPOBIIIOTHCS
00’€KTOM  CKCHEPTH3H,  BiAMOBIZAIOTH BumMoraMm RFC  565;
"Cryptographic Message Syntax (CMS)", Bumoram 10 popmary
KpuITorpapiammx MOBLIOMJIEHD, 3aTBEPIDKEHUX HaKa30N
Anminicrpauil Jlepwcneuss’ssky Vipainn sin 18 rpyaas 2012 p
Ne739, sapeecrposanum 8 Min'ocTi Yipainu 14 cians 2013 p. 3
Nel08/22640;

TIOCHJICHOTO cepTH(ikaTa BITKPHTOrO KJII0YA BiAMOBIAaE BUMOTaM JIC
(opmary mocuneroro ceprudikarta BiIKpUTOro KiTroua, 3aTBEPIKEHU X
HakasoM Min’tocty VYkpainu Ta AnMizicTpanii Jlepxcnenss’ s3ky
Yxpaiuu Bix 20 cepins 2012 p Nel236/5/453, sapecctpoBanum E
Mintocti Yipaiuu 20 ceprus 2012 p. 3a Ne1398/21710.

‘ — 3abe3neynru:

MOKITHRICTE BUKOPHCTAHHS I13 O/THOYACHO JEKLITbKOME
KOPHCTYBAYaMK 13 3a0€3IEUEHHSM  PO3MEIKYBAHHS JOCTYNy  JIc
H(popMari Ha 1ijcTaBl KITFOUOBHX TAHHX Ta cepTH(IKATIB BIIKPHTHX
KJIIOYIB;

MOXUIUBICTh  KePYBAHHA NOBHOBAKCHHSIMU KOPUCTYBAUiB  IHOJC
OJIepKaHHd goctyiy 10 113;

MOKITHUBICT BUKOPHCTAHHS KIIOYOBHX NAHUX KopucTyBava [13, ¢
30epiraroThest KIIOUOBOMY TOKYMEHT;

Oesnednuii MexaHi3M BiTHOBJICHHS JAHUX kopuctyBada I13 y Bumnajky
KOMIpOMeTauil Horo KNoYoBUX JaHUX Ge3 MOTipLicHHS BAACTHBOCTE}
Oesmexn Takol inopmarnit;

inentndikamio ocobu kopmerysada I13 Ha mincrasi ceprudikate
BIZIKPHTOTO KIIOYA;

CTBOPEHHA Ta BHKOPUCTAaHHS MHQPOBAHMX (ailloBUX KOHTEHHepir
(lundpoBanmX BipTYaTLHUX THCKIB):

CTBOPEHHS LIH(POBAHUX KOHTeHHepiB Ge3 (ail;1oBoi cucTeMu a6o -
aitnosoro cucremoio NTES up FAT:

MOXJIMBICTh ~ CTBOPEHHS — JMHAMIYHHX — mudpOBaHuX datinosmx
KOHTeHHepIB;

CTBOPCHIHS  NEPEHOCHOTO  JMCKY 3  LIM(QPOBAHUMH  (ailIoBHMY
KOHTCHHEpaMyi Ta KOMMoHeHTamn [I3 ma Gopry mepeHocHOrC
KOPCTKOTO TUCKY, (DIIeII-HAKOMHYYBaYi;

CTBOPEHHA MIH(POBAHOrO HOCIA HA OCHOBI I1€PEHOCHOTO KOPCTKOIC
JMCKY, (DIIelI-HaKoMHyyBaya;

pobory II3 y sxocti "mpomecy-ciiyxGu" s BHKOPHCTAHHS Tiif
YIPABJIHHSIM CEPBEPHUX OEpaIlifHuUX cucTeM cimelicrea Windows;
BUKOPHCTAHHA ONHOYACHO [OHA JICCATH IMH(BPOBAHIX KOHTEHHEPIB;
MOXKIIMBICTE pOOOTH 3 BUKOPUCTAHHAM "MalcTep-K/Iod';

MOXKIMBICTS  POGOTH 3 BUKOPHCTAHHSIM CIMCKIB  BLIKTHKAHUX
ceprudikaris abo Ge3 Takux;

MOZIHBICTD 311HCHEH s aIMIHICTPATHBHIX HANAIITYBAHE JUITE 0cOBi
1110 Ma€ BIJUTOBIAHI MOBHOBAXKEHHS]

HIATPAMKY POOOTH MH(POBAHIX KOHTEHHEPIB L151XOM BHKOPHCTANHS
JpaiBepy y GOHOBOMY pekuMi;

BUKOPUCTAHHS JOBrOCTPOKOBOIO KIJIIOUOBOTO €NEMEHTA, OTPHMAHOIC
Big Jlepxermenss’sisky  Vkpainu, a6o JIOBI'OCTPOKOBOI'0  KJIFOYOBOTC
CNIEMENTA, 110 3a3HAYCHWH Y BIAIOBIAHOMY meperiky;

MOZKJTHBICTh IIH(QPYBAHHS TOTIYHEX AUCKIB (TOMIB) KOPCTKOTO JIHCKY
KOMIT'FOTEpa, IEPCHOCHOIO JKOPCTKOIO AUCKY, (Jlel-HaKoInyyBaya.
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HaKJIaJaHHs
uudposoro
NATHCY

.1.3. Bumorn no I13 |

B R e D _._‘_—_—‘—_. T T
113 nmaknananus LH(POBOTO MiANKCY NOBHHHO BIITOBINATH HACTYIIHHN

| BUMOTram:

TIOBHHHO 3a0€3Me4yBaTH BHKOHAHKS OYBKIIF Haknagauns Ta HEPEBIPKE
ELIIT 65n0xiB nanux (o6umcienus ENI]), mudpysasms ta Aeu(pyBanHs
ONOKIB  nammx,  remepauii KIIOYOBUX  nMaHuX  (popmysanms
KPUNTOrpadivHuX KIOWB — 0coBHCTHX KIOYIB Ta BigmOBigHUX v
BIIKPHTEX KI04iB) y ckitani AC Oynp-sKoro Kiacy;

3a CBOIM NPH3HAYEHHSM Bi THOCHTHCE 1o kareropii "UI", "K" ta "IT"

3a BHJIOM BHKOHauHS — "B", migeug — "B2" (porpamui BHpOGH, sk
MAKTIOYAIOTECT [0 IHIMHX 3ac00iB  Ta  BUKOHYIOTH byHKi
KpHITTOrpaiuHuX nepeTBOpeHs Y B3aeMoail 3 HuMH abo mig i
VIIPABIHHSIM);

38 K1acoM — "B2" (BioBigae BHMOram 3a0€e3IeUeHHs  CTIHKOCT
KPUOTOrpaQiyHuX IepeTsopeHs B YMOBaxX 31IHCHEHHS MOPYIIHUKOM
HABMHCHOIO  30BHIIHBOTO BILTHBY (3aXHCT BLI MOPYIUHHUKA JPYrorc
PiBHS);

Oyt  peanizosano y BUrngai  HaGopy  mporpamMHmx MOJLYJIIE
(KOMINIOHEHTIB), TOTOBHX 110 BUKOPDUCTAHHS, HAIMCAHUX HA MOR.
nporpamyBaHHs Java;

MaTH  MOXIMBICTE  OyTH — BHKOPHCTAHMM Y cknam  Gymb-siko’
iHpopManiitnoi cucremn (abo AC), sixa peanizosana ¥ SIKOCTI ITOPTAJIEHOTC
pimenns. Oynxuionysaru Y AKOCTI 11 OKpemoi Ta HesanexHo! YacTHH -
BH3HAYCHUM MEPEIKOM (hyHKITiH,

I3 naknanawus wudpororo HIAMUCY [OBUHHO peajli3oByBaTH HACTYIIH)

MEXAHI3MU:

KOHTPOJIb HiTicHOCTI [13;

TCCTYBAHHS Ha NPABUIBLHICTE QYHKIIOHYBAHHS Ta OnokyBaHHS poGOTH F
pasi BUABJICHHS MOPYIICHD;

3aXHCT  BIX HOPYIUIEHHS KoH(ifenuiitHocti  indopwmarii BHACJI /0K
TMOMHJIKOBUX il KopucTyBada abo B pasi Bixxmens ¥ poOOTI CKIanoBux
eseMenTis [13;

POSMEXYBaHHA HoCTYmy no (yHkiii I13, KpuUnrorpadigaaoi cxemu T:
KJIIOYOBHX JAHUX;

3aXUCT  KMOYOBMX JAHUX Ha X HOCIAX BiX HECAHKIIOHOBAHOLC
3YUTYBaHHA;

saxuct II3 Bin 3pilfcHeHHS MOPYIIHMKOM HABMHCHOIO 30BHIMIHLOTC
BILINBY;

3aXMCT BiJl OPYIIEHHs KOH(IAEHIIMHOCT] Ta HiTiCHOCT] KJTFOYOBUX JTaHHX
Ha KIIFOUOBHMX JOKYMEHTAX.

Bumvoru  no  xmientesxoi  xommomentu 113 HakJIaJlaHHsa  nUdpoBoOrc

nigmnucy:

KJIE€HTChKA KOMIIOHEHTA [TOBMHHA 3abe3neuyBary:

* rpadiqnui iHTEpdeiic KOPHCTYBaya,

* inTepoeiic B3aemoi 3 CTOPOHHIMH IPUKIATHUMU CUCTEMaMU;

o ilHTepdeiic s B3aeMOil 3 KOMIOHEHTO BeO-101aTKa;

KJIEHTChbKA KOMIOHEHTA [IOBHHHA!

* MaTd MOXUJIMBICTE ONEPXKAHHS  JUIs 00poGnieHHs  GJIOK  maHmx
OesrnocepetHBO Bin NpHKIaAHOT CHCTEMH (API abo xoMmoHeHTH Be6-
Joaatka), abo 3 BH3IHAYECHOIO KOpucTyBaueM Micls (rpadivnui
iHTepdeiic KOPHCTYBaya);




* TOBUHHA 3abe3reyyBaTu NOBEPHEHHST 06POGIIeHOro Os10Ky nmaHmy
0e3110Cepe IO 10 NpUKTAAHO] CHCTEMHM, ab0 BUKOHATH 30epeKeHHs
00pobireHoro 610Ky AaHMX Y BHU3HA4YCHE KOPUCTYBAUYEM Micle;

* lOBMHHA 3ale3nevntTu peamizaniio bynkuiit makaaganus ELIT pe
OJICPKAHUN BiJl NMPHKIAZHO! CHCTEMH BJ0K JaHUX Ta 311HCHEeHHS
nepesipku ELIIT, osep:xanoro pin MPUKIAAHOT cucTeMy 010Ky qaHuX
Ta snauenna ELUT rakoro Gioxy nannx:

* 3abesnevuTH peanizanio (GyHkmii WH(DPYBAHHSI OJEPIKAHOIO Bir
MPUKIATHOT CHCTeMH GIIOKY MaHWX Ta 3iiCHeHHs nemudpyBanHs
OJEP>KAHOTO BIJ IPUKIAJHOT CHCTEMHU mrposaHoro Gioky JaHuX;

» 3abesneunTtn o0UMCIIEHIs EIII, onepixanoro 670Ky JaHUX y BUIIAL
aiiny, 1o 36epiracTbes na Hoci iHopmanii, ra Omoky mammx (s
poboru uepes API ao KOMITOHEHTY BeG-a01aTKA);

KJCHTChKA KOMIIOHENTA TIOBHHHA 3300316 HTH fepenavy 1o NpuKiIajIHo’

CHCTEMH (32 BIANOBINHUM 3aTHTOM), 34 Pe3yIbTATOM BUKOHAHHS OTIepar’

3 nepesipku EIIT:

* BLIOMOCTEH 010 KOPEKTHOCTI OTPUMAHHX BiJ IPUKTATHOT CHCTEME
JaHUX;

* BLIOMOCTeH Ipo pe3yssTar nepesipku E1TT;

* BIZIOMOCTeH, mO MicTaATbCE B momi "Ilianacysay”  ("subject™
HOCHICHOro  ceprudikaTa  BIAKPHTOro  KIroya BIAMOBITHO -
BHKOPUCTAHHAM SIKOTO OyI10 3ailicHeHo Haknamanus EL[IT;

* 4ac HaknagaHus ELIT;

KIIEHTChKA KOMIIOHENTa MOBMHHA 3a6e3I1eqiTH peanisamiro HaCTYIIHMX

BapianTiB BUKOpUCTauns (YHKIGH HAKTa as 1a niepesipku EIIT;

o OJIOK JaHVX Ta MANUC 3HAX0AIThCS pazom;

* MIANHC 3HAXOAUTECA OKPEMO BiI aHHUX,

KJIIEHTChKA KOMIIOHEHTA [TOBHHHA 3abesnieuyBaTu iHTepdeiic B3aemonii -

PI3HMMH  aKpeAUTOBAHUMH UCHTpaMu  cepTudikamil KIoYiB 3¢

nporokoiamu Online Certificate Status Protocol (OCSP) ta Time-Stamy

Protocol (TSP) ns:

* 1ICPEBIPKU CTATYCy MOCHICHOIO ceprudikara BIIKPUTOro KIOYa F
PeIKNMI peanbHOro yacys;

* OTPUMAHHA IIO3HAYKHU Yacy;

KJTIEHTChKa KOMITOHCHTA TOBHHHA 3a0€3edyBaTH MOKIHBICTE IIePEeBipKY

[IOTOYHOTO CTaTycy cepTudikaTa i3 BUKOPUCTAHHIM MEXaHI3MY CITUCKIE

BihKanux ceprudixaris (Certificate Revocation List );

KITICHTChKA KOMIIOHEHTA [IOBUHHA 3a0e3meun Ty peaszanito GyHKmii:

* [CHCPYBAHHS KIFOUOBUX JAHHX HA KIIIOYOBUH JOKYMEHT (0COBHCTHI Té
BUIOBIAHEI HOMY BLIKPHTHIT KTIOU);

* [CHCpYBaHHS 3aMUTY Ha (GopMmyBaHHA ceprrdikara BiaKpUTOro KITFOUY
(3a cranaaprom PKCS#10 Certification Request Syntax Specification);

3 MCTO10 peamsanii "esncunoro” pexumy (GyHKUIOHYBAHHS K/1i€HTCHKE

KOMIIOHEHTa [IOBUHHA 3a0C31EUUTH:

* KOHTPOJIb LUINICHOCTI BlIacHUX (aiinis Ta 6161ioTek;

* peecTpauiio nofif, 1mo kacupikyioTees sk "cHCTEMHI TOMIIKA" a6c
TOMMIIKH (GyHKILIOHYBAHHS JOIOMIKHOTO IIPOrPaMHOTO 3a6e3TeUeH s

* PCECTpAIllIO MOAIH, OB I3aHMX 3 HABMHUCHUMHU a00 HCHABMUCHUMMU —
IOMUJIKOBUMH J1IMH KOPHCTYBAUiB;

KTIEHTChKA KOMIIOHEHTA MOBHHHA 3a6€3MeUUTH PEECTpallil0 HACTYIIHMX

BAAJIMX HOJiH 0OpoOKU TAHUX;

* Bjaii omepauil 3 HakIanaHHA Ta nepepipky ELI1;

* BlasI onepanil 3 mupysaHHs Ta nemudpPyBAHHS JAHUX:

* (paKTH OHOBIEHHS CHUCKY BUIKITHKAHHX ceprugikaria;




| | e akr OTpuManHs 3a OCSP Biamosini momo CTarycy ceprudikare
| BIJIKDUTOTO KIIIOYa;
| . 'CbaKT OTPUMAaHHS [I03HAYKH YaCy,; ’
| - [MEHIChKA KOMMOHEHTa NOBUHHA B3aEMONISTH 3 HOCISIMH  KITIOYORO'
iHpopmarii o iHTepdeiicy, mo pearizopammii BiAIOBiAHO g0 PKCS#1]
| _Cryptographic Token Interface (Cryptoki),

Crennikanis

PoGoua cranmis mns oopMmIieHHs Ta Buadi AOKYMEHTIB, IO MATBEPIKYIOTE rPOMaAsSHCTBO
YKpaiun. nocsizuyiors 0coly UM 17 crenianbHui CTaTyc, 3 KOMIUIEKTOM OONAIHAHHS AJIS 3HSITTS
OlomMeTprunux  gammx (mapamerpis)  ocobu, peecrpamii/3ugaTra 3 peecTpanil  micie
IPOXKUBaHHS/IepeOyBaHHs rpoMasH YKpainu, iHo3eMIiB Ta oci6 Ges IrpOMasSHCTBA

N N Kinp-
No HatimenyBanms On.
Th
PoGoua crannis
A1 0pOPMIEHHS Ta BHIAYi TACopTa rpoMaaaHuHa YKpainu s Buiz 1y 3a KOpP/OH 3
CJIEKTPOHHUM Hociem 260 MACOpTa rpomMaasTHHHA Ykpainu y popmi KApPTKH
I | Poboua cranuis 3 Komiuiek 1OM 00JIATHAHHS, BCTAHOBIEHUM [mT. 2

creuiaizoBAHUM IPOrpaMHum 3a0e3MmedeHHsIM Ta KOMIIeKCOM 32061

3aXHCTy indopmanii y cxaji:

lepconanvuuii komn 'tomep 3 6cmanosnenum 3azanerum npoZpamHum

3abe3neveHHam:
Cucremnnii 6510k Intel DC 3,3 GHz /4 Gb /500 Gb / Video 3 2-Ma IIT. 2

BHXOJaMH JUIA DIAKMIOYEHHs! 2-X MOHITODIB / Knasiatypa / Muma / Win 10 Pro

/ AnTusipycne 13
Monitop TN 21.5", VGA IIT. 2
Mouitop TN 21.5", VGA/DVI IIT. 2
Kabens DVI mst monitopa 1,8 m IIT. 2
baratodynkuionansruit npucrpiit A4 4/6 HIT. 2
Kadens USB ans baratodyukiionansaoro IpUCTporo 3,0 M LIT. 2
lu¢poBuii 6ok 11st BBeHEHIS ITIH-xoniB LIT. 2
Konnentparop 7 nopris USB 2.0 3 610K0M jKUBIeHAS INT. 2
Hzepeno 6esnepebiitnoro sxupnenns 1000 BA g 2
Mepesxesnii GLIbTp mig minkmouenns, 6 PO3ETOK - 2 IT. K-T 2

| ML




Komnnexm obnaonanna ona e3amma Olomempuunux danux (napamempis)
ocoou:

Hsepranbua porokamepa 3 MEPCIKEBUM OJIOKOM JKUBJICHHS, KOMILIEKT IIT. 2
(oToakcecyapis (mrarus jurg (boTOKaMepH; ITATHB s cranaxy; crajiax Jyis
(oroxamepu D-120 3 Tpumauenm - 2 WIT.; KPIIEHHS T8 CHaiaxy Ta napacoii;
KOMILTCKT CHHXPOHI3aTOpiB (pecupep; 2 TPaHCMITEPH ); MapacoIbKa I
criajiaxy 3 giameTpom 84 cm; hon TkaHeBHI Giuit 1,35 M x 1,0 m)

3unTyBay BiAGHTKIB MaibI(iB Dermalog ZF1 [UT. 2
llnauimer ans nignucy Wacom IIT. 2
34NTYBaY JOKYMEHTIB Dermalog XF9e IIT. 2

Cneyianizosane npozpamue 3abe3nevenns (CII3):

[Iporpamue 3abesneuenns s NPOBEICHHS NEPBHHHOIO JIOTIYHOTO JIII, 2
KOHTPOJIIO SIKOCTI Ta KOPEKTHOCTI OTPUMAHHS NMEPCOHAIBHHUX JIAHUX BiIOBiIHO
1o BuMor ISO. B-2.0

[lporpamue 3abesneuentis Bepudikanii/iaentudikanii o BigGUTKAM HaJbLiB | JIiIy, 2
(OIMH 710 OXHOTO, OHH /10 GAraThoX - AFIS). B-2.0

CreniaiszoBane nporpamue 3a6es3neyenss OTPUMAHHS NEPCOHANBHUX JAHUX | Jim, | 2
| Ta peanizauii MexaHi3miB KOHTPOMO nocryny a0 bEH. B-2.0

Mozyie nepesipku sikocti oTorpadiii 3rijuHo 3 pexomenpauismu ICAQO bilig 2

Hepukmouna nirensis na suxopucranns IPOTPaMHOT0 TOAATKY mm. [ 2
"biomerpuuni nani"

Komnaexc 3acobie saxucmy ingpopmauii (K331) y cknaoi:

3acid KpunTorpahiuHOro saxucTy iHdopMarii - Hocii KIFOI0BOL 1Hpopmanii | . 4
"EditKey"
3acid nporpamMHuii KpuntorpadiuHoro 3axucTy IHopmanil Ha Jid. 2

inpopmaniitaux Hocisx "Kpun rocopTStorage”

3aci0 nporpamMHuil KpunrorpadivHoro saxucry iHdopmarii "Kpunto JIIII, 2
Aprorpad". IIporpamuuit Moy ns - "Kiienr"

2 | iiocayru 3 gocraBky, MIAKTIOYeHHsT, HAJAITY BAHHST obragnanns, CII3 ta 2
K331
3 | Texniuna mintpumka CII3 na piK 2

Y pasi, akwo oani mexwiuni eumozu ma cneyudpikayia moeapy micmame noCUNAHHA Ha
KOHKpemuy mapky, ¢hipmy, namenm, kKoucmpykuiio aéo mun moeapy, mo 66axcacmocs, w0
mexnivni eumozu ma cneyudicayis mosapy micmame supas "abo exeieanrenm",



